MpunoxeHne N 1
NAMATKA
Ons oeYYAKLWMxXcA o UHOOPMALIMOHHOW BE3ONACHOCTU OETEN

HEJTIb3A
1. Bcem nogpsa coobuwiate CBOK YacTHy MHOpMaumio (HacTosawme nms, daMmmnmto,
TenedoH, agpec, HOMep LWKOSbI, a Takke dpoTorpadmm CBOWU, CBOEN CEMbU U ApPY3eEN);
2. OTKpbIBaTb BIOXEHHbIE (pansbl 3NEKTPOHHOM MOYThI, KOr4a He 3Haellb OTnpaBUTens;
3. MpybuTtb, NpyanpaTbCs, oKasblBaTh JaBNeHNe - BECTN cebs HEBEXITMBO M arpeCCUBHO;
4. He pacnopshkancss geHbramum TBOeEW cembu 0e3 paspelleHunsa cTaplumMx - Bcerga
cnpawuBamn pogurtenem;
5. He BcTpevaincsa c VIHTepHeT-3HAaKOMbIMW B pearibHOM >XU3HWU - MOCOBETYMCS CO
B3POCIbIM, KOTOPOMY JOBEPSAELLb.
OCTOPOXHO
1. He Bce nuwyT npaegy. Yntaewb o cebe Henpaay B VIHTepHeTe - coobum 06 aTtom
CBOMM pPOAUTENAM UMW ONEKyHaM;
2. MNpurnawatoTt nepennucbiBaTbCs, UrpaTb, OOMEeHNBaTbCS - NPOBEPb, HET N NOABOXA;
3. He3akoHHOe konupoBaHue dannos B IHTepHeTe - BOPOBCTBO;
4. Bcerpa pacckasbiBar B3pOCrbiM 0 Npobriemax B CETU - OHU BCerga nomoryT;
5. Ncnonb3ynm HacTponku 6e30MacHOCTM M MPUBATHOCTU, YTOObI He MOTEPATb CBOU
aKKayHTbl B coLCeTaX U Apyrux noptanax.
MOXHO
1. YBaxawn gpyrux nonb3oBarernen;
2. Nonb3yewbca NHTEPHET-UCTOYHUKOM - [ienai CCbINKY Ha Hero;
3. OTKpbIBaK TOMNbKO T€ CChIIKK, B KOTOPbIX YBEPEH;
4. O6bwaTbCs 3a NOMOLLbIK B3POCHbIM - pOAUTENN, ONEKYHbl U aAMUHUCTPaLMs CanToB
BCerga nomoryT;
5. Mpongn oby4veHne Ha cante "CeTeBMYOK" 1 NOMNYYMN NACNOPT UMGPOBOro rpaxgaHuHa!



MpunoxeHne N 2
MHPOPMALIMOHHASA NAMATKA
Ond obY4YAKOLWUXCA OnA PASMELLEHUA
HA OPULUATIbHbIX MHTEPHET-PECYPCAX

C kaxgblM rogoM MOSOAEXN B MHTEPHETE CTAaHOBUTLCS BonbLue, a LWKONbHUKN O4HU U3
caMblIX aKTMBHbIX Norib3oBartenen PyHeTa. Mexay TemM, NOMMMO OrpOMHOIO Konn4ecTsa
BO3MOXXHOCTEN, UHTEPHET HeceT M npobnembl. ATa nNamaTka AOSMKHA Nomoudb Tebe
©e3onacHoO HaxoAuUTbCA B CETW.
KomMnbloTepHble BUPYChI
KomnbloTepHbIN BUPYC - 3TO pa3HOBUAHOCTb KOMMbIOTEPHLIX NPOrpaMm, OTNINYNTENBHON
0COBEHHOCTBbIO KOTOPOW SBNSIETCA CMOCOOHOCTb K pasMHOXEHWo. B gononHeHwe K
3TOMY, BMPYCbl MOFYT NMOBPeaUTb UNN MOSTHOCTLIO YHUUTOXUTbL BCEe (hannbl U JaHHbIE,
NOOKOHTPOSbHbIE MOSIb30BaTEMN, OT MMEHM KOToporo Obina 3anyuweHa 3apaXKeHHas
nporpamMmma, a Takke MoBpeauTb UMK JaXe YHUYTOXUTb OMnepaumoHHY CUCTEMY CO
BCEMU harnamu B uerioM. B BonbLUMHCTBE CriydaeB pacrnpoCTPaHATCHA BUPYChl Yepes
NHTEpPHET.
MeToabl 3aLMThl OT BPEAOHOCHbIX MPOrpamMm:
1. Ncnonb3yn coBpeMEHHbIE OMNepaLMOHHbIE CUCTEMbI, UMEtoLWME CepPbe3HbIN YPOBEHDb
3aWMThbl OT BP€AOHOCHbIX MporpamMm;
2. TocTosiHHO ycTaHaBnvBan nadyTn (UmMdpoBble 3annaTky, KOTOpble aBTOMaTU4YECKM
yCTaHaBnMBalTCA C LUenblo AopaboTku nporpaMmmbl) U Apyrme OOHOBMEHUA CBOeEW
onepaumoHHon cuctembl. CkaumBam MxX TONMbKO C oduuManbHOro camta paspaboTymka
OC. Ecnu cylecTtByeT pexumMm aBToMaTU4YeCKoro 0OHOBMEHNS, BKIOYU €r0;
3. PaboTai Ha cBoeM KOMMbOTEPE NOA NpaBaMu Nosib3oBaTenNs, a He agMUHUCTpaTopa.
OTO He No3BOSNUT BOMBLUMHCTBY BPEAOHOCHbLIX NPOrpamMM MHCTanNIMpoBaTbCA Ha TBOEM
nepcoHanbHOM KOMMbOTEPE;
4. Vicnonb3yn aHTUBUPYCHbIE NPOrpaMMHbIe MPOAYKTbl U3BECTHbLIX NPOU3BOAUTENEN, C
aBTOMaTM4YeCcKUM OOHOBNEeHnem 0as;
5. OrpaHunyb omsnyeckmin 4OCTyN K KOMNbIOTEPY ANS NOCTOPOHHUX NN,
6. Vicnonb3yin BHeLWHWEe HocuTenn nHopMauum, Takue Kak newuka, guck nnm dgamn ms
WHTEepPHEeTa, TONbKO U3 NPOBEPEHHbLIX NCTOYHUKOB;
7. He oTkpbiBa KOMNblOTEPHbIE (hansibl, NONyyYeHHblE U3 HEHaOEXHbIX UCTOYHUKOB.
[axe Te danrnbl, KOTOpble Npucran TBOW 3HAaKOMbINW. Jlyylle yTOYHW Yy Hero, oTnpaBnsan
nn oH Tebe nx.
Cetn WI-FI
Wi-Fi - 370 He BUA nepegaym gaHHbIX, HE TEXHOMOIMS, a BCero nuwb bpena, mapka. Eule
B 1991 rogy HuoepnaHackasi komnaHusa 3apeructpupoBana 6peHg "WECA", 410
obosHavano cnosocoyeTaHne “"Wireless Fidelity", koTopbli nepeBoguTCs  Kak
"GecnpoBogHast TOMHOCTL".
[lo Hawero BpemeHu fowna gpyras abbpesuatypa, KOoTopas SABNSAETCS TakoW xe
TexHonornen. 910 abbpesnatypa "Wi-Fi". Takoe HasBaHue BbIIO AAHO C HAMEKOM Ha
cTaHgapT Bbiclien 3BykoBouM TexHuku Hi-Fi, 4To B nepeBoge o3HavaeT "BbiCOKas
TOYHOCTBL".
[a, 6ecnnaTHbI MHTEPHET-A0CTYN B Kade, OTeNAX U asponopTax ABNA€TCA OTINYHON
BO3MOXHOCTbIO BbIX04a B WHTepHeT. Ho MHorMe akcnepTbl CyMTaloT, 4TO
obwepnoctynHole Wi-Fi ceTn He siBnsatoTcs 6e3onacHbIMMA.
CoBeTbl N0 6esonacHocTn paboTbl B 06wwenoctynHbix cetax Wi-fi:
1. He nepepaBan CBOK nNU4YHy0 UHopmauuio Yepes obuiepoctynHole Wi-Fi cetu.
PaboTas B HUX, XenaTtenbHO He BBOAUTb Naposin AOCTyna, NOrMHbl U Kakne-To HoMepa;
2. Vicnonb3yn n 06HOBNSA aHTMBUPYCHbIE NporpamMmmbl U GpaHamayep. Tem cambiM Thbl
obe3onacuulb cebsi OT 3aKayku BUpYyca Ha TBOE YCTPONCTBO;



3. MNpu wncnonb3zosaHun Wi-Fi oTknioum dyHkumio "O6wmn goctyn K davnam u
npuHtepam". [aHHas QYyHKUMS 3akpbiTa MO YMOSMYaHWUKD, OAHAKO HeKoTopble
nonb3oBaTeENN aKTUBMPYIOT ee Anga yaobcTea ncnonb3oBaHus B paboTe unm yyebe;

4. He wncnonb3yn nyonuudbin WI-FI ona nepegaym nNUYHbIX AaHHbIX, Hanpumep 4ns
BbIXOA4a B coumanbHble CETU UK B SNIEKTPOHHYHO MOYTY;

5. Mcnonb3yi TonbKo 3alumiieHHoe coeauHeHne yYepe3 HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBoaM MMeHHO "https://";

6. B mobunbHoMm TenedoHe oTkntoum pyHkumto "MoakntodeHne kK Wi-Fi aBTomatnyeckn".
He gonycka aBTOMaTtu4ecKkoro noakntoyeHnsa yctponctea k cetam Wi-Fi 6e3 tBoero
cornacwusi.

CoumanbHble ceTu

CoumanbHble CeTU akTUBHO BXOAST B HaLLY XM3Hb, MHOTME Nogn paboTatoT 1 XXUBYT Tam
NoCTOsIHHO, a B Facebook yxe 3apeructpupoBaH MunnmMapg 4YernoBek, YTo SBMsieTCA
OJJHOW ceObMON BCeX Xuternewn nnaHetbl. MHorme nonb3oBaTeNM HeE MOHMMAIOT, YTO
MHopMaUns, pasMeLleHHad UMW B couuMarnbHbIX CeTSX, MOXeT OblTb HangeHa wu
ncnonb3oBaHa KeEM YyrogHo, B TOM Yncne He 06s3aTenbHO ¢ bnarmMmm HamepeHUsIMA.
OcHoBHbIe coBeTbl N0 6e30MacHOCTM B couMarnbHbIX CETAX:

1. OrpaHuyb cnucok apysen. Y 1eba B Opy3bsX HE OOMMKHO ObiTb CryYanmHbIX U
He3HaKoMbIX N0AEN;

2. 3awmuian cBOK YacTHYK XM3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, gaty
TBOEr0 pPOXAEHUS W OPYIYIO JNYHYK0  UHAOPMALMIO.  3MOYMbILWAEHHUKN  MOTYT
ncnonb3oBaTb Aaxe WHOPMaUMK O TOM, Kak Tbl M TBOM pOAUTENW NNaHUpyeTe
NPOBECTU KaHWUKYIbI;

3. 3awmiian cBoKo penyTauuio - 4EPXN ee B YNCTOTE 1 3agaBan cebe Bonpoc: XxoTen 6ol
Tbl, YTOObI gpyrve nosfib3oBaTenu BUAENu, YTo Thl 3arpyxaewbs? Nogyman, npexage yem
4YTO-TO ONyGnMKOBaTb, HanNUcaTb U 3arpy3unTb;

4. Ecnu Tbl roBopuLb C NIOABMU, KOTOPbIX HE 3Haellb, He UCMONb3yN CBOE pearibHoe
UMSI U OPYTYIO JIMYHYO MHAPOPMAaLMKN: UMSA, MECTO XUTENbCTBA, MECTO y4ebbl 1 Npo4ee;
5. N3beram pasmewieHns gotorpacduin B IHTEpHETE, rae Thl N300paXKeH Ha MECTHOCTH,
Mo KOTOPOW MOXHO OnpeaennTb TBOE MECTOMONOXEHNE;

6. Mpwn pernctpaumm B coumanbHON CETU HEOBXOOUMO UCMONb30BaTh CIOXHbIE Naponu,
cocTosime m3 BykB 1 LGP 1 C KONMYECTBOM 3HAKOB HE MeHee 8;

7. na coumanbHOM ceTu, NoYTbl U APYrMX canToB HEOHBXOANMMO MCMONb30BaTh pa3Hble
naponu. Toraa ecnu Teba B3NOMatT, TO 3MOYMbILLNIEHHUKN MofydaT AOCTYN TOSbKO K
OAHOMY MECTY, a He BO BCe cpaay.

ONEKTPOHHbIE OEHbIN

ONEKTPOHHbIE AEHbIM - 3TO OYeHb YOOOHbIM crnocob nnatexen, o4HaKo CyLecTBYHT
MOLLUEHHWKM, KOTOPbIE XOTAT NONYYNTb 3TN OEHbIW.

ONEKTPOHHbIE AEeHbIMN MOSABUINCE COBCEM HEe4aBHO M UMEHHO M3-3a 3TOF0 BO MHOMMX
rocygapcrBax 4O CUX MOp He MPOonMCcaHo Npo HUX B 3aKOHaXx.

B Poccum e oHU PYHKLMOHMPYIOT M O HUX YXKe MPOMNMCaHOo B 3aKOHe, rae Ux pasgenswoT
Ha HECKOJSIbKO BMAOB - aHOHUMHbIE U HE aHOHMMHbIE. Pa3Huua B TOM, YTO aHOHUMHbIE -
3TO Te, B KOTOpbIX paspellaeTca npoBoAuTb onepauun 6e3  uaeHTudukaumm
nonb3oBaTenil, a B HEAHOHWMHbIX WAOEHTUMUKAUMA Nonb3oBaTensa SABMASETCH
obs3aTensHON.

Takke cneagyeT pasnuyaTtb ANEKTPOHHbIE (hraTHble AeHbrM (paBHbI rOCYAapCTBEHHbBIM
BanTaMm) 1 3NeKTPOHHbIE HedmaTHbIE AEHbIV (HE paBHbl rOCY4apCTBEHHbIM BantoTam).
OcHoBHble coBeTbl N0 6Ge3onacHon paboTe C INEKTPOHHbIMU AeHbramu:

1. TpuBsKM K cHETY MOOUNbHBIA TenedoH. 3To cambln yaoOHbIN 1M BbICTPbIN cnocob
BOCCTaAHOBUTb AOCTYN K cyeTy. [NpuBA3aHHbIN TenedoH NOMOXET, ecnun 3abyaellb CBOK
nfaTeXHbl Naposb UK 3angellb Ha canT C HE3HAaKOMOro YCTPOUCTBA;



2. Ncnonb3yn ogHopasosble naponu. Nocne nepexoga Ha YCUNEHHYHO aBTOpuU3auuio
Tebe yxe He ByfeT yrpoxaTb ONacCHOCTb KpaXu Uinn nepexasara NraTexHoro napons;

3. Bbibepn cnoxHbii naponb. lNMpecTtynHukam OygoeT He NpocTo yragaTb CrOXHbIV
naponb. HagexHble naponu - 3To Naponu, KoTopble coaepxaT He MeHee 8 3HaKoB U
BKIOYatoT B cebsi CTPOYHbIE U NPOnUCHbIe BYKBbI, UMAPbI U HECKOSIbKO CUMBOSIOB, Takne
Kak 3Hak gonnapa, pyHTa, BocknmuaTenbHbIi 3Hak 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAW CBOW NNYHbIE AaHHbIE HA canTax, KOTOPbIM He JOBepseLlb.

OneKTpoHHas noyTa

ONEeKTPOHHAas noyTa - 3TO TEXHONOMMSA U NpefoCTaBsSeEMbIE el YCIyrn No nepecoInke u
NOMNyYEHUIO 3MEKTPOHHbIX COOOLLEHMI, KOTOpble pacnpefensiTcs B KOMMbIOTEPHOM
cetn. OO6bIYHO SNEKTPOHHbLIN MNOYTOBLIA AWMK BbIFMSAUT criegylowmm  obpasom:
UMSA_nonb3oBaTena@umsa_aomMeHa. Takke Kpome nepegadm npocToro TeKCTa, MeeTcs
BO3MOXHOCTb nepefasatb dpansbl.

OcHoBHble coBeTbl NoO 6e3onacHon paboTe ¢ 3NEeKTPOHHOM NOYTOMN:

1. Hago BbI6paTb npaBuUsibHbIN MOYTOBLIN cepBUC. B MHTEpHETe eCTb OrPOMHbLIN BbIOOP
BGecnnaTHbIX NOYTOBbLIX CEPBMCOB, OL4HAKO Nydlle AOBEPSTb TEM, KOro 3Haellb W KTO
nepBbI B PENTUHTE;

2. He ykasbiBa B NUYHOW MOYTE NMYHYKO MHGOpMaumo. Hanpumep, nydwe BbiOpaTb
"My3blkanbHbI_haHaTt@" unm "pok2013" BmecTo "Tema13";

3. Vicnonb3yi AByxaTanHyo aBTopu3aumio. OTO Korga NOMUMO NMapons HYXXHO BBOAUTb
Kog, npucbinaemoin no SMS;

4. Bblibepn crnoxHbin naponb. [Ons Kaxgoro MNOYTOBOro sMKa AO0SMKEH ObiTb CBOM
HaOEeXHbIN, YCTONYMBLIN K B3ITOMY Naporb;

5. Ecnn ecTb BO3MOXHOCTb Hanmcatb CaMOMYy CBOW FIMYHbIA BOMPOC, UCMONb3yn 3Ty
BO3MOXHOCTb;

6. Mcnonb3ym HeCKonbKO MNOYTOBbLIX SAWMKOB. [lepBbid ONA 4YaCTHOM nNepenncku C
agpecartamu, KOTOpbIM Tbl AOBepsiellb. OTO ANEKTPOHHbBIN agpec He Hafo MCMNoSb3oBaTh
npu pernctpaumm Ha doopymax n cantax;

7. He oTkpbiBan hannbl 1 gpyrue BROXEHUS B MUCbMaXx, AaXe eCcrv OHWU NpuLnu oT
TBOMX ApYy3en. Jlyylie yTouHM y H1X, OTNPaBisann i oHn Tebe atn hannsi;

8. [Nocne okoH4YaHWs paboTbl HA NOYTOBOM CepBUCE Nepen 3akpbITUEM BKMIaOKN C CanToM
He 3abyab HaxaTb Ha "Bbintun".

KnbepOynnuHr nnm supTyanbHoe n3geBaTenbCTBO

Knbepbynnuur - npecnegoBaHue COOOLLUEHNAMM, COAEpPXaLMMN  OCKOpOneHus,
arpeccuvio, 3anyrmBaHue; XyruraHcTBO; coumanbHoe OOMKOTMPOBaHME C MOMOLLbIO
pasriMyHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl Mo 6opbbe ¢ knbepbynnnHrom:

1. He 6pocarics B 6on. Jlyywmit cnocob: nocoBeToBaTbCA Kak cebsi BECTU U, ecriv HeT
TOrO, K KOMY MOXHO 00paTUTLCA, TO BHa4Yasne ycnokoutbcs. Ecnun Tbl HAYHELLb OTBEYaTb
ockopbneHnsiMmn Ha ockopbneHnst, TO TONbKO eLle BonbLue pasoxKeLlb KOHQINKT;

2. Ynpasnsu cBoen kubeppenytaumnen;

3. AHOHMMHOCTb B ceTu MHuMMas. CyllecTBylOT Cnocobbl BbISCHUTb, KTO CTOUT 3a
AHOHUMHbIM aKKayHTOM;

4. He cTonT BECTU XynuUraHCcKui obpas BUPTYyarbHOW XU3HW. HTepHeET cukcmpyeT Bce
TBOM AENCTBUS U COXpaHSeT nx. Yaanutb nx 0yget kpanHe 3aTpyaHUTENBHO;

5. Cobntogan cBow BUPTyaribHYH YECTb CMOJIOAY;

6. rHopupyn eamHnyHbin Heratme. O4HOPa30Bblie OCKOPOUTENbHbIE COOBLLEHUS NyYLle
nrHopmpoBaTb. OBbIYHO arpeccusi NpekpaLlaeTcs Ha HavYanbHOW CTaauu;

7. Ban arpeccopa. B nporpammax o6MeHa MrHOBEHHbIMM COOBLLEHNAMU, B COLMAnbHbIX
CEeTAX eCTb BO3MOXXHOCTb B6IOKMPOBKN OTMNPaBKM COOBLLIEHMI C OnpeaeneHHbIX afpecoB;
8. Ecnmn TbI cBugetenb kubepbynnuHra. TBOM [LEWCTBUA: BbICTYNUTb NPOTUB
npecnegosaTens, MokasaTb €My, 4YTO ero [OeuCTBUA OUEHMBAKTCA HeraTuBHO,



noagepKaTb XXepTBY, KOTOPOW Hy)KHa Mcuxonormyeckas noMoLLb, COOBLNTL B3POCIIbIM
0 ¢hakTe arpeccmMBHOro NOBEAEHNSA B CETMU.

Mo6unbHbIM TenedoH

CoBpeMeHHble CMapT(OHbl M nnaHWweTbl cogepxatr B cebe BMOMHE B3POCIbIN
dyHKUMOHAs, U Tenepb OHM MOTYT KOHKYPUPOBAaTb CO CTaUUOHaPHbLIMU KOMMbIOTEPAMU.
OpHako, cpeacTs 3alUmThl AN NoA06HbLIX YCTPOMCTB NOKa O4eHb Maso. TecTMpoBaHue U
NMOWUCK YSA3BMMOCTEN B HUX NPOUCXOAUT He Tak MHTEHCUBHO, Kak ans K, 1o xxe camoe
KacaeTcsa 1 MOBUNbHbLIX NPUITOXEHNNA.

CoBpeMeHHble MObunbHbIE Bpay3epbl y)ke NPaKTUYeCKN LOrHanuM HacTomnbHbIE aHarnoru,
OAHAaKO pacLumpeHue (pyHKuMoHana BreyeT 3a cobor 60MbLIYH CIIOXHOCTb U MEHbLLYHO
3aLUNLLEHHOCTb.

[laneko He Bce Npou3BOAUTENN BbINyCKalOT OOHOBMEHNS, 3aKpblBalOLLNE KPpUTUYECKME
YSI3BMMOCTU 41151 CBOUX YCTPOMCTB.

OcHoBHble coBeTbl Ang 6e3onacHOCTM MOBUNbHOro TenedgoHa:

Huuero He siBnsieTca no-Hactosiwemy becnnatHeiM. byab ocTopoXeH, Beab korga tebe
npegnaratoT 6ecnnaTtHbi KOHTEHT, B HEM MOTYT ObITb CKPbITbI Kakue-To NnaTHbIE YCRyru;
Ayman, npexae yem otnpaButb SMS, ¢oTO Mnn BMAeo. Tbl TOYHO 3Haellb, rae OHU
O6yayT B KOHEYHOM UTOore?

Heobxoanmo 06HOBNATL ONepaunoHHY0 CUCTEMY TBOErO CMapTdOHa;

Mcnonb3yn aHTUBMpPYCHbIE NporpamMMbl 451t MOBUIbHBIX TENE(OHOB;

He 3arpyxxan nNpunoxeHns OT HEU3BECTHOrO UCTOYHWUKA, BeOb OHWU MOTyT cogepxaTtb
BPEeOOHOCHOE nNporpaMMHoe obecneveHune;

[Mocne ToOro kak Thbl BbIMAELWb C canTa, rge BBOAWUM NNYHYO MHOpMaUMo, 3anan B
HacTponkn bpaysepa n yganm cookies;

Mepuogunyeckn NpoBepsiv, Kakme nnaTHble YCnyru akTMBMpoBaHbl HAa TBOEM HOMEPE;
[aBan cBO HOMEpP MOBUBHOro TenedoHa TONbKO NIOASM, KOTOPbIX Thbl 3HAELLb U KOMY
AoBepsieLlb;

Bluetooth gomkeH 6bITb BbIKIOYEH, KOraa Tbl UM He nNonb3yelbes. He 3abbiBan nHoraa
NpPoBEPATb 3TO.

Online wvrpbl

CoBpeMeHHble OHNaWH-Urpbl - 3TO KpacouHble, 3axBaTbiBalOLIME pa3BrevYEeHUs,
00beanHALWME COTHU ThICAY YEroBeK No BCeMy Mupy. Vrpokn nccneayroT gaHHbIN UM
Mup, obLwialTcs Apyr C OPYroM, BbINOSHAKT 3a4aHusl, cpaxkaktTcss C MOHCTpaMu n
noslyy4aroT onbIT. 3a YAOBONbCTBUE OHM NNATAT: NOKYNalT AUCK, ONfavymBatoT abOHEMEHT
nUnn npuobpeTatoT Kakne-To onuuu.

Bce 3t cpenctBa mayTt Ha nogdep)aHme WM pasBUTUE UrPbl, a TakkKe Ha camy
6e30MacHOCTb: COBEPLLEHCTBYHTCA CUCTEMbI aBTOPU3aALNK, BbINMYCKAOTCS HOBbIE MaTyu
(umdpoBble 3annaTtku Ans NPorpamMMm), 3aKpbiBalOTCA YA3BUMOCTU CEPBEPOB.

B nogoOlHbIX uUrpax CTOMT onacaTtbCsi HE CTONIbKO CBOMX COMEPHUKOB, CKOMbKO KpaXku
TBOEro Napons, Ha KOTOPOM OCHOBaHa cucTema aBTopusaumm 60MnbLMHCTBA Urp.
OcHoBHble coBeTbI N0 6e30MacHOCTN TBOErO UFPOBOrO akkayHTa:

1. Ecnu gpyron nrpok BegeT cebsi nnoxo nnun cosgaet tebe HenpuAaTHOCTH, 3abnoknpyn
€ro B CMMCKEe UrPOKOB;

2. Tloxanynca agMuyHUCTpaToOpaM Wrpbl Ha [Mfoxoe noBedeHWe 3TOro Urpoka,
XenaTtenbHO NPUMOXUTb Kakne-To JoKa3aTenbCTBa B BUAE CKPUHOB,

3. He ykasbiBaun Nn4yHyt0 MHGoOpMaumio B npodpamnne urpsbl;

4. YBaxawn gpyrux y4aCTHUKOB MO Urpe;

5. He yctaHaBnvBay HeomumnarnbHble naTtin n Moapl;

6. Micnonb3yn crnioxHble 1 pasHble naponu,

7. Daxe BO BpeMsi Urpbl He CTOUT OTKMOYaTb aHTUBMpPYC. [Moka Tbl Urpaellb, TBOW
KOMMNbIOTEP MOTYT 3apasunThb.

OULWIMHT NN Kpaka NMNYHbIX JaHHbIX



OObl4HOM Kpaxken OeHer M OOKYMEHTOB CErofdHsl yXXe HUKOrO He yAMBULb, HO C
pasBUTUEM WHTEPHET-TEXHOMNOMMN 3MOYMbILUIIEHHUKN NEepeMEeCTUNIUCL B UHTEPHET, U
npoaosKarT 3aHMMaTbes "nobumsiM" genom.

Tak nosiBuNacb HoBas yrpo3a: UHTEPHET-MOLLUEHHNYECTBa UK (PULLKHT, FMaBHas uerb
KOTOPOro COCTOUT B NOSTyYEHUN KOHUAEHLMANBbHbIX JaHHbIX NONb30BaTENeNn - IOTMHOB
n naponen. Ha anrnuiickom sa3bike phishing uitaetcs kak dpuwmHr (ot fishing - pbibHas
noens, password - naporb).

OcHoBHble coBeTbl N0 6bopbbe ¢ PULLNHIOM:

1. Cnegn 3a cBoMM akkayHTOM. Ecnu Tbl nogospeBaellb, YTO TBOS aHKeTa Obina
B3NloMaHa, To HeobxoaMmo 3abroKMpoBaThb €€ N COOBLLNTL agMUHUCTPaToOpam pecypca
00 3TOM Kak MOXHO CKOpee;

2. Ncnonb3yn 6e3onacHble Be6-canThbl, B TOM YMCIE, MHTEPHET-MarasmHoB U NONCKOBbIX
cucTem;

3. Ncnonb3yn CnoxHble 1 pasHble naponu. Takum obpasom, ecnv 1ebs B3fiomaroT, TO
3M10YMbILLMEHHMKN NonyYaT AOCTYN TOMbKO K OAHOMY TBOEMY MPOdUIIO B CETU, @ HE KO
BCEM,;

4. Ecnn Tebsa B3nomanu, To HeobxoamMmo npeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOPbIE
pobaeneHbl y Tebs B Apy3bsX, O TOM, YTO Tebs B3rioManu 1, BO3MOXHO, OT TBOEFO UMEHM
OyaeT paccbinaTbCsa cnam 1 CCbINKM Ha PULLNHIOBbIE CalTbl;

5. YctaHoBu HagexHbi naponb (PIN) Ha MoBunbHbIN TenedoH;

6. OTKNOYKN coxpaHeHne napong B bpaysepe;

7. He oTkpbiBan dannbl U gpyrne BIIOXKEHUS B NMUCbMax, Aaxe ecriv OHW npuinim ot
TBOUX Apy3en. Jlyylle yTOYHWN Y HUX, OTNPaBnAny N oHn Tebe atn dannsl.

Lindposag penytaums

LincdpoBas penytaums - 3T0 HeraTMBHas Uiy NO3nTUBHaA MHdopmMauums B cetu o Tebe.
KomnpomeTupytowaa nHpopmauus, pasMmelleHHas B UHTEPHETEe, MOXET Cepbe3HbIM
obpa3om oTpasnTbCs Ha TBOEW pearnbHOM XU3HW. "Lindposasa penyTtaums” - 310 TBOM
UMUK, KOTOPLIN dopMUpyeTcsa n3 nHgopmauum o Tebe B MHTEPHETE.

TBOe MeCTO XuTenbcTBa, Yy4ebbl, TBOe (PMHAHCOBOE MONoXeHUe, OCOBEHHOCTU
Xapaktepa n pacckasbl 0 65IM3KnxX - BCe 3TO HaKanMBaeTCs B CETU.

MHorne noapoCTKM NErkOMbICIIEHHO OTHOCATCS K Ny6nukauum nMYHOW MHopmaummn B
NHTepHeTe, He NOHMMasi BO3MOXHbIX NOCNeACTBUA. Thl Jake HE CMOXeLlUb AoragaTthbCes
0 TOM, 4YTO poTorpadus, pasmeLieHHas 5 neT Hasapg, ctana NnPUYNHON OTKasa NPUHATL
Tebsa Ha paborTy.

KoMmmeHTapuu, pasmelleHne TBouX doTtorpacdvin u apyrme OencTBus MOryT He
NCYE3HYTb Jaxe Mocre TOoro, Kak Tbl UX yAanuwb. Tbl HE 3HAELUb, KTO COXpPaHWUI 3Ty
MHOpMaLMIo, monana N OHa B MOUCKOBbLIE CUCTEMbI M COXpaHUIIacb N OHa, a rnaBHoOE:
4YTO nogymalT o Tebe Ookpyxawlwme nau, KoTopble HanmgyT M yBUOAT 3T0. Hantum
NHOPMAaLMIO MHOIO JIET CMYCTS CMOXET NOOoN - Kak n3 Aobpbix NOBYXOeHUI, Tak U C
HamMepeHneM NPUYMHUTL Bped. ITO MOXET OblTb KTO YrOAHO.

OcHOBHble COBETbI MO 3awmTe LnpoBor penyTauuu:

1. Nogyman, npexae 4em 4TO-TO NybrMkoBaTb M nepegaBaTb y cebst B 6rore vnn B
coumarnbHON CeTH;

2. B HacTpownkax npounga yCTaHOBWU OrpaHUYeHns Ha NpoCMOTPp TBOEro Npodouns n ero
coOepX1UMoro, caenam ero Tonbko "anga gpysen”;

3. He pasmewan n He ykasbiBar MHOPMaLNIO, KOTOpas MOXET KOro-nmbo ockopbnatb
nnm obmxaTb.

ABTOpCKOE npaBo

CoBpeMeHHble LUKOMBbHUKU - aKTUBHblE MNONb3oBaTeNnuM LUEQPOBOro nNpoCTpaHCTBa.
OpHako Janeko He Bce 3HatOT, YTO NOSfb30BaHME MHOMMMU BO3MOXHOCTAMU LUAPOBOro
Mupa TpebyeT cobnogeHns NpaB Ha MHTENNEKTyanbHyt COBCTBEHHOCTD.



TepMuH "wHTenNnekTyanbHag COOGCTBEHHOCTb" OTHOCUTCA K Pa3fiMyHbIM TBOPEHUSM
4YenoBEeYeCKOro yma, HadvMHasi C HOBbIX M306peTeHui U 3HakoB, OBO3HAYaloLLMX
COOCTBEHHOCTb Ha NPOAYKTbI WM YCIyrM, W 3akaHuYMBasi KHuramu, doTtorpadusmu,
KMHOUITbMaMn 1 My3blKanbHbIMU NMPOU3BEAEHNSMN.

ABTOpPCKME NpaBa - 3TO NpaBa Ha UHTENNEKTyanbHyt0 COOCTBEHHOCTb Ha NPOUN3BEAEHMS
HayKu, nuTepaTtypbl U UCKycCTBa. ABTOPCKME MpaBa BbICTYNalT B Ka4eCTBe rapaHTum
TOro, YTO MHTENNEKTYanbHbIN/TBOPYECKUI TPYA aBTOpa He ByaeT HanpacHbIM, 4acT emy
cnpaBefsiMBble BO3MOXHOCTWU 3apaboTaTb Ha pesynbTaTax CBOero Tpyga, nosyunTb
N3BECTHOCTb 1 Npu3HaHmne. HnkTo 6e3 paspelueHns aBTopa He MOXeT BOCNPOU3BOANTb
ero npovssefeHne, pacnpocTpaHATb, MNy6rMYHO [AeMOHCTpupoBaTb, MpoAaBaThb,
MMNOPTUPOBATb, MyckaTb B MpokaTt, NyGnnM4yHO WCMOMHATbL, MOKasbiBaTb/UCMOMNHATL B
adupe unu pasmellaTtb B MIHTepHeTe.

Mcnonb3oBaHue "nnpatckoro” nporpaMmmHoro obecrnevyeHnsi MoOXeT NPUBECTU K MHOMUM
puckam: OT NOTepu AaHHbIX K TBOUM akkayHTam 4o 6NOKMPOBKM TBOErO YCTPOWCTBA, rae
yCTaHOBIieHa HenerarnbHas nporpaMmma. He ctouT Takke 3abbiBaTb, YTO CyLLECTBYIOT
neranbHble 1 6ecnnaTHble NPOrpaMmbl, KOTOPbIE MOXHO HANTWN B CETU.

O nopTtane

CeTeBUYOK.ph - TBOM rNaBHbIA COBETYMK B CeTU. 34ecb Thbl MOXeWb Yy3HaTb O
BGe3onacHOCTM B CETU MOHATHbIM U LOCTYNHbIM HA3bIKOM, @ MpU BO3HUKHOBEHUU
KPUTUYECKON cuTyaumm obpatuTbCs 3a COBETOM. A Takke MPUHATbL y4acTue B KOHKypcax
M cTaTb CamMmbIiM LMPPOBLIM rpaxxgaHUHOM!



